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About OHPI

The Online Hate Prevention Institute (OHPI) ibaxitable institution based in AustraliEOHPI seeks to be a

world leader in combating online hate and a critical partner who works with key stakeholders to improve the
prevention, mitigation and responses to online hate. Ultimately, OHPI seeks tatadithange in online
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Supporting OHPIh the Fight Against Online Hate

OHPR & @thad® possible through public donatioidonation allow us to keepperating so we can do
further research, educational campaigns, and monitoring of online hate. You can also helpfirsanoially
by liking our Facebook page and letting others know about OHPI and our work.

Donations are currently not tax deductableAnstralig although an application for admission as a Harm
Prevention Charity to enable tax deductible donations is the future is currently under raldeare also
examining avenues to allow tax effective donations in the United States. In the meaanin@onations to
ensure thismportant workcan continue and grow to meet the urgent challenge of growing online hate are
greatly appreciated.

Donations from within Australia, and internationally, can be made via PayPal through the OHPI website
(www.ohpi.org.ag. Within Australiadonations can also be made Hiyect depositto: Online Hate Prevention
Institute; BSB: 63800; Account: 14600358Cheques can be sent to our Melbourne Office: OHPI, 306
Hawthorn Road, Caidid South, Vic 3126, Australia.

Limited License to Reproduce this Report

If you find the report useful, and wish to share it with other, please do so in line with the license arrangements
described below. Please also consider supporting OHPI as desabibee.

This report has been released undetreative Commons AttributieNonCommerciaNoDerivs 3.0 Unported
License This means you are welcome to upload copies of this report to ottesy, €ir to make hard copies of
the report, provided the report is reproduced in full and your use is not for a commercial purpose.

If you would like to reproduce part of the report in isolation, for exanipleriefing papers or study material
freely provded to studentsplease contact OHBt Dr Andre Oboler and provide details of which sections you
would like and for what purpose.

If you would like to reproduce some or all of this report commercially, for example as part of a set of material
that will be sold, please contact OHPI or Dr Andre Oboler.
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Executive Summary

Between June and August 2012 a number of ragiages targeting Indigenous Australians began circulating
2y GKS AYUSNYySido ¢KS NI OAad O2 y-m&l inessaged donsistiigsof ah 2 NJY
image that contains both a pictuanda text based message. The majority of these insagere created using

the Meme Generator website. The images were spread through Facebook pages, created for the purpose of
bringing together users interested in sharing racist content, where fans were also encouraged to create and
share additional imagesf a similar nature. This report details and discusses the spread of Aboriginal Memes
and the response by governments, NGOs and the pub&mples of other forms of hate, particular

antisemitism and hate directed against those combating Aboriginal Memes (including the author) are also
documented. The report also makes recommendations to key stakeholders to help reduce online hate as one
significant step in thenitigation and prevention athe emotional harm such hate can cause and the physical
harm to which such hate can ultimately lead.

This report highlights the following issues:

i There is a need for a better response from all stake holders to more effectisdigss online hate.

1 Social media plays a particularly powerful role as a magnifier and distribution mechanism for hate.

1 While free speech is important, it is never unlimited and reasonable limits, at different levels, need to
apply through online culturegeneral societal norms, terms of service and ultimately through the law.

1 There is currently only a limited legal framework to address online hate, this needs to be reviewed and
strengthened.

T CF-O0S06221Qa AYUSNYLIft LRt AOi$ha expetdtibng & socidiymndzhgré A y S
appears to be an unwillingness to act until nations intervene. This needs to change.

1 The use of Facebook to spread hate generates revenue for Facebook. Facebook is taking a benefit but
largely avoiding responsibilifpr addressing the problem. The effect is to take the benefit of user
generated content, while largely transferring the cost associated with hateful content, and potentially
unlawful content, to the public purse.

9 There are limited channels to enforce humiaghts legislation in relation to Facebook as the ultimate
response from Facebook appears to be blocking the hateful content on a country by country basis.

1 This report shows the propagation of hate being coordinated by small groups, dedicated to
denigraing one group or another. Action could be taken to remove such groups from the system and
reduce the overall level of hate.

1 When challenged, hate groups can be aggressive, and retaliate by targeting individuals, groups, and
cultures who confront them.

1 Ther is an inability to effectively respond to hate speech disguised as "controversial topics", "Free
speech", or in other ways. The same groups are consistent with their motivation to propagate hate,
and then constantly rdrame their actions to find ways tmake it social acceptable and chip away at
the development of human rights norms.

1 This report outlines the hate supply chain, and focuses particularly on Facebook which is serving as the
means of distribution. The whole supply chain needs to be queddidoits role in the production
and dissemination of hate, starting with the bigots themselves, the tools they use, and the channel
they use to propagate it. This report will hopefully facilitate further discussion of both the problem
and potential soluthns.

1 The report highlights the danger to the reputation and branding of corporations and the civil service
when staff associated with them engaging in, or simply express approval of, online hate speech. The
report also highlights the excellent mitigatiop@oach used in Victoria which may serve as an
example for other governments and corporations.

The report includes recommendations for key stakeholders. A dialogue is need at both the international level
and at the national level between social media camigs, governments and civil society. OHPI hopes this
report helps to facilitate that discussion.

21
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About the Author

Dr Andre Oboleis the CEO of the Online Hate Prevention Instittte.is a widely acknowledged expar

social media and online hateleholds a PhD in Computeri&ace from Lancaster University (UK), a first class
honours degree in Computer Science from Monash University and is currently studying towards a law degree
at Monash University. He has alsmpleted a PosDoctoral Fellowship in the Political Science Department at
Barllan University (Israel).
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Antisemitism Series, JCPA, (April 2008, No. 67)
9 Andre ObolerThe rise and fall of a Facebook hate grdkipst Monday, Volume 13, Number 4 B
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9 Andre ObolerFacebook, Holocaust Denial, and A®¢imitism 2.0PostHolocaust ad AntiSemitism
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Public responses to this report

Jeremy Jones AM, winner of the 2007 Arsdian Human Rights MedaliThis is a timely and significant
contribution to an important debate how we can maximise free speech and communication while protecting
victims of abuses of speech. Facebook has provided wonderful opportunities for peaplertect engage

and collaborate it would be tragic if, due to failures to redress problems aktlspeech, users feel it has
become the platform for bullying, harassment and the promulgation of malevolent stereotyping".

Sol Bellear, Chairperson, Abongil Medical Service Cooperative Limitedl:5 NJ | Y RNBE ho2f SNJ KI &
definitive response to the alarming proliferation of racist content on Facebook and other social media

platforms such as Meme Generator. This is a thoroughly researched and acatierolmast document that

should be read with urgency by elected parliamentary representatives, those charged with the carriage of

public policy and all responsible public commentatdRacism has led to genocide and transgenerational

grief. Social medial@forms must not serve as vehicles that either endorse or connive at the worst crimes in
human historyDr Oboler argues for stringent regulatory action on the part of governments to address the

failure of social media platforms to regulate themselvessiation to racism. His recommendation should be
translated into action nowe.

Ronald Eissens, General Director Magenta FoundatiDutch Complaints Bureau for Cyber Hadeco-

founder International Network Against Cyber HateOHPI's report on Aboriginal éfines & Online Hate is a
landmark for those of us who engage cyber hate. For the first time, the growing problem of racist memes is
addressed and analyzed, urging those who facilitate the memes to take action."

Peter Wertheim, Executive Director, Executi@uncil of Australian Jewnfi ¢ KS LINR Y2 GA 2y 2F NI (
public domain undermines, and can ultimately destroy, the sense of safety and security of targeted people or
groups and also adversely affect social harmony. This report highlights the fasbdiatmedia platform
providers lack the knowledge and insight into racism to enable them to make an informed decision about
whether a particular publication has crossed the line into racist hate speech. In social media platforms, the
more viewers and dcussion, the more advertising revenue is created for the platform provider. This report
has rendered an important public service by demonstrating conclusively that platform providers, like
businesses which polluted the physical environment in an eanlierteve a clear commercial interest against
any form of regulation, and in being as permissive as possible, with minimal regard for the social
consequences. The final decision about whether or not to allow an allegedly racist publication to remain on
they S aK2dzZ R y2i NBald ¢A0K GKSY®E

Jessie Daniels, author @yber Racisn009) & Professor, Public Health and Sociology, City University of

New York (CUNY)This report is an important document in the effort to stem the tide of 'Hate 2.0,' and
specificaly, hate speech targeting Aboriginal Australians. Through this meticulously researched report, Dr.
Andre Oboler offers a detailed account of the way that technological affordances, such as ‘Meme Generators'
effectively reproduce racism. Perhaps most impathg this report takes on the social media juggernaut that

is Facebook and seeks to hold it to account for its role building racism into their user interface. This is a timely,
pointed and muckeeded critique of the way the culture of Internet humor swets cover for the continuation

of racism."

David Matas, author oBloody Words: Hate and Free Sped2B00) & Cechair Online Antisemitism Working
Group of the Global Forum to Combat AntisemitistsnSenior Honorary Counsel to B'nai Brith CanatiBhis
report is a useful, instructive guide to combating hate on the internet, not just attacks against aborigines
found on Facebook but against any targeted group found on any social media."
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Priscilla BriceWeller, Managing Director, All Together NoWMemes basd on racial stereotypes undermine

the hard work OHPI, All Together Now and others are doing to promote the prevention of racism in Australia.
This report provides evidendeased and achievable recommendations for all sectors to respond to these
hateful menes."

Dr Andrew Jakubowicz, Professor of Sociology, University of Technology Sydney & Lead Chief Investigator,

CRaCR ARC Linkage Projéct: 2 6 SNJ N} OAaY KIF & NYLARte& SYSNEHSR la |y
and concern. As this report demonstrat€dovernments has yet to show it has the capacity to understand let

alone respond to the issues raised by the phenomenon. The GRdi@sm and Community Resilience Project

draws together Australia's leading researchers and major organisations such asstreian Human Rights

Commission, to develop partnerships with groups like OHPI. Together we intend to create strategies for

adzLILR2 NI Ay3a NBaAtASyOS Ay (GKS FFLOS 2F NIOAaAYOD ¢CKAA v

Zalman Kastel, National Diréar, Together for Humanity Foundationfhe issue addressed in this report must
not be underestimated. The perception of social acceptability of hate has a real impact on attitudes and
behaviours, and in the past has been found to result in increased emland fear on the part of those being
vilified. The material in this report is confronting, demeaning, and of real concern. The compelling material,
combined with meticulous research makes an important contribution to the cause of combating racism.
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Int roduction

Between June and August 2012 a number of racist images targeting Indigenous Australians began circulating

2y GKS AYUSNYySio ¢KS NI OAad O2 y-n&l inessage’ donsistikgsof ah 2 NI 2 7
image that contains both a pigte with a text based message. The majority of these images were created

using the Meme Generator websitd he images were spread through Facebook pages, creatédefor

purpose of bringing together users interested in sharing racist coritehiere fanswere also encouraged to

create and share additional images of a similar nature.

In August online petitions, Facebook pages and groups dedicated to shutting down the offensive material

were created’ The hate memes were at this point beginning to expergevical growth. Within hours of the

petition being released the Online Hate Prevention Institute was monitoring the situation; the Australian

l dzYly wA3IKGE /2YYAaarzyQa wlk OS S5AA0ONARYAYIUGAZ2Y [ 2YYAZ
Aboriginal Memesand journalists were reporting on it. The public condemnation was exceedingly strong and

the petitions themselves went viral as people shared them with their contacts, one reaching over 17,000

signatures within 48 hours.

Cl 0S0221Qa NB adsAnfiallpthe(pag¥sSvera rgmosed, b it later transpired this was only for

review. The removal of the pages for review led to the creation of additional replacement pages. Facebook

met with the Race Discrimination Commissioner and exchanged lettdrshei Online Hate Prevention
LydadAiddziSeo Cl 0So0221Qa LRaArAldAz2y sla GKFEG GKS 02y dSyi
in the terms of service on Hate Speech. The pages were restored on condition their creator rename them so

thetitft S Ay Of dzZRSR ¢2NRa KAIKEAIKGAYI GKS& gSNB a/ 2yiNROD

The second stage of the response came as a result of personal attacks made agarasismtactivists. The

creator of one of the anthate groups received abuse via private messagesaoatfook. Furthermore, pages

FYR FIF1S LINRPFTAfSAE 6SNBE ONBIGSR GFNABASGAY3I hltLQa / 9h
NELX I OSR® CI 0S06221Qa NBalLRryaS SaolftlFridSR Ay NBFOlGAz2Y
profiles run by he same person were traced and terminated. The user was left with one account. In the case

of the abusive messages, law enforcement opened an investigation regarding possible breach&rinfidise

Act 1958(Vic)for provisions related to cybestalking.

TKS GKANR adalr3sS 2F cCclO0So0221Qa NBalLkyasS gla G2 of20]
concerns about the page being raised with the Commission and public statements by the Race Discrimination
Commissioneand theAustralian Communicaths and Media AuthorityThe contents hadlso been referred

to the Classification Board, and an adverse rating from them would empoweusigalian Communications

and Media Authorityto order it to be taken down.

1

The pages continue to be available frontside Australia and the racist content contained on those pages

continues to be spread through new Facebook pages. 24 hours bans issued to some Facebook users have had

little if any deterrent effect. However, the pages and groups initially created ogbBa& to counter the

G! 02NRAIAYIE aSYSaé¢ LI 3ASa O2yidAydzS G2 2LISNIGS YR KI¢
racism and discrimination on Facebook. They remain a target for racists.

2 http://memegenerator.net

% http://www.facebook.com/pages/ControversidlumorAboriginaimemes/2289395738764 7iDeleted];
http://www.facebook.com/pages/Aboriginainemes/1597971741569%available outside Australia as at
20/9/2012]; http://www.facebook.com/pages/AbariginainemegAbo-memes/46099887725104vailable
outside Australia as at 20/9/201Attp://www.facebook.com/Aboriginaimemes3dThelmaxExperience/
[gone]; http://www.facebook.com/aboriginalmemesi14available outside Australia as at 20/9/2012] etc.
* http://www.change.org/petitions/facebookimmediatelyremovethe-racistpagecalledaboriginaimemes
http://www.communityrun.org/petitions/takedown-racistfacebodk-pagecontroversialhumoraboriginal
memes http://www.facebook.com/groups/333438993413349/
http://www.facebook.com/shutdownaborimmalmemes

® http://www.bbc.co.uk/news/world-asial9191595
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blocking Australian access to the contefhe block in this case followed a complaint made to the Australian
Human Rights Commission by the Executive Council of Australian Jewry (ECAJ) and laterdimaipress
release® TheAustralian Human Rights Commissiérict ion-disclosure provisionsean they cannot

confirm the existence of complaints. Information provided to OHPI by numerous complainants, and in some
cases posted publically to Faceboakggests a strong link between complaints being lodged with the
Australian Human Rights Commission and pages having their access to Australia Bloelczohtent
however,remains online, as does similar content tlagipears not to have been throughgovenment based
complaints systenOther research b@HPI shows specific examples of clearly racist memes from various
pages that have been reviewed by Facebook stafi havethen rejected the complaintwith the content
remaining active and visible from Atadia.’

Facebook continues to confuse protected speech in the US, that is speech which the US government is
constitutionally prohibited from restricting, with the concept of hate speech. It is possible for something to be
both protected speech (meaninggtected from US Government prohibition) and hate speech. Facebook is
under no obligation to provide a platform for all speech that is not unlawful in the United States and Facebook

Oy LINBPKAOAG KFGS &ALISSOK 2y A ( dhattbfey have prohbited Hate 0S 62 2 1 Q3

speech. Outside of the US, and the peculiarities that have resulted from the first amendment to the US
Constitution, hate speech is usually prohibited by law.

CKS LRaAGAZ2Y 2F LINPKAOAGAY2I GKIQSH 282LPX™0 K¢t RA aLJ2IH ANl Rie

LINEPKAOAUGUARZY 2y GKIFGSTdAg O2yidSydéx | adldsSyYySyid GkKI

policy, if applied, would allow Facebook to ensure it complies with local law in most countriesivitiro

need for many country specific prohibitions. This would be more cost effective than developing specific
approaches for each jurisdiction. It also reduces the need for governments to engage in law reform that may
lead to greater sanctions against ERook and certainly to higher compliance costs.

The Online Hate Prevention Institute notes that the Aboriginal Memes incident coincides with what appears to
be the adoption of a much more permissive approach to moderation right across the Facebooinplatie
incident suggests setégulation has failed andustraliangovernments need tinvestigate the possibility of
stronger regulatory reging at least for major social media platforms. Such platforms sell significant
advertising into the Australian mieet and should be held accountable under Australian law or be held subject
to trade sanctions for failing to voluntarily comply with a reasonable human rights regime based on
international treaties of which Australia is a signatory.

Andre Oboler
Melbourre
16 September 2012

¢

*ECAXCI OS0221 dzy RSNJ TANB T2 Riedd ledse, Feptemb@' @832 2dzi 2F NI OA

http://www.ecaj.org.au/news files/120925 facebook.pdf
" http://ohpi.org.au/?p=286



http://www.ecaj.org.au/news_files/120925_facebook.pdf
http://ohpi.org.au/?p=286
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Memes and Internet Memes

A memeis a term oined by Richard Dawkinshiis 19761 KS 062 21 & ¢ KBis g c8lturdl déakhatD Sy S ¢ @
can move through a society, morphing and changing along the way.

Dawkins explainedjw]e need aname for the new replicator, a noun that conveys the idea of a unit of

cultural transmission, or a unit of imitatiofMimeme' comes from a suitable Greek raok abbreviate

mimeme to mem® Elegives as exampleétunes, ideas, catephrases, clothes fhions, ways of making pots

or of building arches Dawkinsexplains thatfmemes propagate themselves in the meme pool by leaping

from brain to brain via a process which, inthe bréady a Sz Ol'y 68 OFft SR AYAllIGAzY

Antisemitism has been described amame? This can be seen through the propagation of the classic
FYGAASYAIPNDG@BOEGaa@RSIKS 9t RSNA 2F %A2yéd 91 OK ySs
how recent events in the world can be explainedasupposed Jewish plohat the bookpurportedly

documents. The book which is said to document a meeting of a secret Jewish cabal, but was in reality proven

to be forgery made by Tsarist Secret Police in Russia around 1897. Still the meme continues to spread, cross
mediums and alter car time. Other forms of persistent hate speech can similarly be regarded as masnes,

these are ideas that exist in a cultumad whichspread and mutate.

M\

Most online memes are not racist and
some engagén significant political
speech, for example  Casually Pepper
Spray Everything Cép Y S%6ich
highlighted an excessive response by
campus police to a student protest. The
image of the spraying officer has been
edited into various settingincluding
spraying over the US Constitution.

The Constitution

Weihe Veope

:_‘\\‘\ti.: !

While memes can appear on the internet in
YIye F2Nyaz GKS Ot
comes in two forms. The firébrm is that

2 T Gds@lly epper Spray Everything
Cog, which requires significant photo
editing to create. A recent example of this
A& (dkaylaishet impressed Y SY §
The look of 16 year old OIympiMr:KayIa
Maroneyg KSy & KS I O Gsvedi y
medalsaw her edited into various key moments in hlstowth nothing at all impressing hét

The second form of classic Internet Memgolves @& dmostsquare image with a picture of a person or

animal in the middle and text above and below that picture. The process can be automated with various
online tools such as the Meme generatéiMeme Maker:* and Quick Memé? The sample background image
isre-applied with differing textbased messages and some platforms allow voting for the best resulting meme.

Some examples:

8 Richard Dawking2006),The Selfish Gen®xford University Pres492.

James GleiGgkWHét Defines MemeX Y { YAGKAaA2YALY YIF 3T AYST alé& Hammd h
http://www.smithsonianmag.com/artssulture/WhatDefinesa-Meme.html?c=y&page=4

19 http://knowyourmeme.com/memes/casualipeppersprayeverythingcop

1 http://whatstrending.com/2012/08/disappointeemckaylamaroney-meme/;
http://memegenerator.net/UnimpressedvickaylaMaroney2; http://mckaylaisnotimpressed.tumblr.com/
12 http://memegenerator.net

13 http://www.mememaker.net

4 http://www.quickmeme.com



http://www.smithsonianmag.com/arts-culture/What-Defines-a-Meme.html?c=y&page=4
http://knowyourmeme.com/memes/casually-pepper-spray-everything-cop
http://whatstrending.com/2012/08/disappointed-mckayla-maroney-meme/
http://memegenerator.net/Unimpressed-Mckayla-Maroney-2
http://mckaylaisnotimpressed.tumblr.com/
http://memegenerator.net/
http://www.mememaker.net/
http://www.quickmeme.com/
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Mm:g :;:ETE:T"AT KEEPING RAUGUST 22ND

TELLME ABOUT HOW THEY BUUGHT YOUR
CAR, AN IPAD, AN'IPHONE, FODD/AND

BUT WHEN | DO, [ SEELL THE quns
CLOTHING' - ... CORRECTLY s

"7

The Aboriginal Memes

The Aboriginal Memesonsidered irthis report are Internet Memes based on negattereotypes of

Indigenous Australians. Some of the memes require an understanding of local context to be fully appreciated,

for example those conveying negative stereotypes surrounding substance abuse, partafuypethpl. The

serious health consequences (including braimege, disability and death) that can result from substance

abuse such as petrol sniffingre a significant public health issue in Austréli@thersmemes make use of

classt racism céthe doctrine that one group of men is morally or mentally supericatiother and that this
ddzZLISNRA2NRAGE | NA&aSa 2dzi #bretayipleDdNdugnssiing thak indigendus OF £ RA T T ¢
Austrlians have lower intelligence. An example of each form of racism is preserftegglnel. There were

also examples of dehumanisation, as showRigure4.

The majority of Aboriginal Memese based orthe photograph o the right ofFigurel. Thisis an edited
version of a Photograptshown inFigure2, which was taken by Mrd®er Puddiphattand which isavailable for
purchase onliné/ Mr PuddiphattA & | g NB 2F (KS O2 L)k NanivEnisadeh® f | A2y X K

> SCRGSP (Steering Committee for the Review of Government Services P28@sianDvercoming

Indigenous Disadvantage: Key Indicators 2007. Canberra: Productivity Commission; Australian Institute of
Health and Welfare 2011. Substance use among Aboriginal and Torres Strait Islander people. Cat. no. IHW
40.Canberra: AIHW.

' Philipw. Cummings  Ww I OdnaldvM2 Bokclyerted), Encyclopedia of Philosoptiacmillan Reference
USA 2nd ed 2006) vol8, p223227.

7 http://www.peterpuddiphattphotography.co.uk/photo_31992.htm



http://www.peterpuddiphattphotography.co.uk/_photo_31992.html
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incensed that one of my copyrighted photographs had been usébput my permission, in such racially
I 0dzA A @S BY Il yy SNIE

BEEN IIEIIE

SPENDS ALL HIS MONEY ON
PETROL

o =
| cf c)
mome sr.not

Substance Abuse (Australian specific stereotype Lower intelligence (Classic & universal racism)

Figurel Local and Universal Racism

Figure2 The Original Image, copyright byir Peter Puddiphatt, which wasused in most Aboriginal Memes

Appendix B of this report includes a collection of the memes that were available @péo#icAboriginal
Memes page (ID228939573876474that was the suject of the initial petitions andhe reaction from
Australiangovernmens, the mediaand the Australian Communityfhis was not the first page to be created
on the topic, but it was one of the largest.

One of the images used for the memes (§égure3) is a promotional image for thE984 filmdwWhere the

A % 4 A~

Green Ants Dreatn RA NB O S R 0 BThe BididABoxibtibr@lMiage Bridr to the text being
added,is available owariousfilm sites®

18 Statement from Bter Puddiphattto OHPI via €nail, 8 October 2012.
19 http://www.crikey.com.au/2012/08/08/facebookpagevilifying-aboriginesbreaksaustralianlaw/



http://www.crikey.com.au/2012/08/08/facebook-page-vilifying-aborigines-breaks-australian-law/
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vl ‘w&?
. METH wns%i;nnl

E'IN THE

Figure4 Meme dehumanising Indigenous people

Meme Generators and Aboriginal Memes

The websites that argenerallyused to generate internet means have a number of templates depictin

Indigenous Australian#lost of the memes generated with these templates promoteeiststereotype of

Australian Aoriginal peopleTwo of the most popular meme creation sites are Meme Generator and
QuickMemé? Their popularity, in terms of the perceame of internet users that visit these sites in a given

day, can be seen at Alexa.com. Meme Generator, the older of the two sites, is seen by about 0.04% of internet
users. QuickMeme is seen by 0.13% of internet users.

The Meme Generator templates far! 20NR& 3id sfidwh igFigure51 Y R 0 KS 2y S T2 Ngue! 602 £ A :
6.”2 QuickMemeseparatesthe templatefrom the generatedmemes Figure7shows tleW! 6 2 NA IA Yyl f a SY &
template at QuickMme?® andFigure8 shows how théemplateis usedo generate multiple different

Internet Memes by varying the text that appears on the tempféteigure9 shows how theAboriginal meme

alsomigrated to DIYLOY.

On Quickeme only 25 memes were creatd N2 Y (G KS YIFAYy 1 062NARIAYIFE GSYLX OGS
social media. On Meme Generator there appears to be greater success in spreading the racist memes, but

dzft GAYFGSte GKAEA (22 é@ W 20 % LABBONIRIAMIYyisH MémedGEreratbr dzZNS

is presented.

Meme Generator has an eight point scale to class the quality of memes, the ratings from highest to lowest are:

God tier(2000+) Demigod tier(1500+) Legendary tief800+),Toptier (400+), Fascinating tie(200+) Meh

tier (50+),Lame tier(around zero)Fail tie (less than zero). The tier a meme is rated depends on the

community, ratings are adjusted by users votingor down thememes andspecific instances of each meme

2 http://getfilm.co.uk/film.php?id=27221

http://www.moviecus.com/movie/where the greenrds dream 1984
http://mastersofmedia.hum.uva.nl/2009/09/14/thenultilinguatinternet-or-where-the-greenants-dream/
http://www.newvideo.com/newvideo-digital/wherethe-greenantsdream/

2L http://memegenerator.net http://www.quickmeme.com

22 http://memegenerator.net/Aborigingl http://memegenerator.net/Abo

2 http://www.quickmeme.conisearch/?g=aboriginal

24 http://www.quickmeme.com/Aboriginal/?upcoming

% http://diylol.com/meme-generator/aboriginal/memes



http://getfilm.co.uk/film.php?id=27221
http://www.moviecus.com/movie/where_the_green_ants_dream_1984
http://mastersofmedia.hum.uva.nl/2009/09/14/the-multilingual-internet-or-where-the-green-ants-dream/
http://www.newvideo.com/new-video-digital/where-the-green-ants-dream/
http://memegenerator.net/
http://www.quickmeme.com/
http://memegenerator.net/Aboriginal
http://memegenerator.net/Abo
http://www.quickmeme.com/search/?q=aboriginal
http://www.quickmeme.com/Aboriginal/?upcoming
http://diylol.com/meme-generator/aboriginal/memes
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OnAugust28 i KSNB 6SNB nnn YSYSa 61 aSR 2y ( G&erdtdr @&NRA IAY | f
Figue 84). The collection had an overall rating-&¥ (meaning 17 more people clicked the down arrow to
WRA &l LILINE @ 8d1he ipiafrowiiokappyove@rhe éllectiornad been liked on Facebook just 373

GAYSad ¢KS Y2ad LJ2LzZ I NI | BeeriNikral40 yhbusandayBavs vehtgt a dtikkh & O 2 f
Aboriginaé | yngX 2yfeée KFa | L] aidgitic bhélank 8eBtb theldllechth isalfy 3 2 F
Ot SIN¥ & o0SAy3 | GFFLAft£éd ¢KS 1 602NRAIAAYLE aSYS GSYLX I
Generator.

When reviewed on September #2the total number of memes using the Aboriginal Metamplate had

dropped t0368(seeFigure85).?° As users cannot delete content from Mer@enerator, this must be the

result of intervention by the company. The intervention likely relates to the removal of duplicates rather than
to objectionable contentThe removal process may be part of a fully automated process run on a regular
scheduleThedata shows thathe popularity of this template rapidly droppeahce the issue was out of the
news cycleOnly 10memesusing this template werereatedor interacted withover the period of August 35

to Septenber 22". A comparison oFigue 84 and Figure85 shows that only 12 additional people clicked the
button to share the Aboriginal meme tempéavia Facebook in the period August"2® September 2%

This analysis suggests that on Me@enerator the Aboriginal Meme was never very popular, was not thought
to be insightful or funny, and was not about to go viral. A petition for removal ofdhmptate from Meme
Generator has 462 signatures, but it too has slowed down with only 10 new signatures in the last 27 days.

Peter Puddiphatt,Athe photographer who owns thg copyrigrjt in the picture used in the Aboriginal Meme
GSYLX I GSXT G 2vrien to the viebniaSer & mdtnegenerator.net to reme it immediately to no
STT&OU o¢

J L

Charactors

Dernead e Lagendary tes Fog tes Fascrutrg nes Meh nes Lame == Fal es

Aboriginal

o

RRLOUIWHITE CONTS

ABorigins Images

Figure5 Meme Generator's Aboriginal Template

2 hitp://memegenerator.net/Aboriginal

2" http://www.change.org/petitions/memegeneratenet-take-down-the-aboriginakmeme-generatoras seen
22 September 2012

8 Statement from Bter Puddiphattto OHPI via enail, 8 October 2012.

Ny — rM~h
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Figure6 Meme Generator's Abo Template
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quickmeme

MEred  popuar | rIROOm

Search resuits for “aboriginal™
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NEED COUNSELING
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-
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~
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Figure7 Aboriginal Meme templatesat QuickMeme



Aboriginal Memes & Online Hate Report Page| 18

. -
quickmeme

maturee

O e et ——"
@ 0f ey veres =

] i sort oy (TR e | chtes

SPENDS ALL HIS MONEY ON SCORES SOME PREMIUM BEEN HERE 20000 YEARS WON A BEARD CLIPPER
PETROL UNLEADED

P '“Qj N " , ? '.1’“‘*“
DOESNT OWN A CAR B GOES TO DREAMTIME ""“ENTS SPEAR B wairing For eLecTRICITY |

9 MY DOORTA'S HAVIN A BABY BEEN AROUND FOR 50,000 SAYS HE CAN'T AFFORD TO FEED
HEY, GOT A LIGHTER: ooy ot ut o Boaae st

S N C : xbfh‘ Al sy
. S g o lemmn THE®
THANKS, GOT A SMOKE? | MINE
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STICK SUIPS  TH S4TTN A P Sl |

Figure8 Memes using one of the templates at QuickMeme

() o R

Who nesds 3 ABORIGINAL templiate and use our ABORIGINAL generator 1o quickdy, and aasily generata 3 mema!

09 5 0 hutfun 08 &y 0 Suffen

Figure9 DIYLOL Aboriginal Template
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The Facebook Pages

AEA OET EOEAI 8 PACA

The initial public outcrpver Aboriginal Memes related to the Facebook page with2Z8939573876474

created on June™2012 by a 16 year old boy from Western Austr@li@NA 3Ay Il f £ & Ol ftf SR a! 62 N
the page was suspended for a period on AugisivBile Facebook revieed it. The result of the review by
C0S6221 sFa | NBYyFYAy3a 2F GKS LI 3IS (2 Wb/ 2y iNRISNEA
page was unsuspended and again became publically available.

The petition at Change.org provides the link testhage and the petition at CommunityRun includes an image

of this page® It was the Facebook page, rather than the existence of the Meme itself, that sparked the public

outcry. While people said they had seen the individual images before, it was the gaghiegether of these
racistmSYSa GKFdG ASNBSR a | GNAIISN® LYRSSR>Y (GKS LI 3IS |
Odzl T A yFigdrel®).2DBEM believes the Memes constitute racial hatred, and as such, their promotion and

the solicitation of additional Aboriginal Memes would we believe b&aitement to racial hatreénd as such

may breach thdRacial Discrimination Act 1976th).Thisencouragement for others to produce further hate

speech is whatakesthisincident toanewlevelt KA & A& GKS al S nwoné StSYSyidas
technology as an enabler to the spread of hate. This aspect of the incident will be further discussed below.

BEEN HEREZOITHAUSAND
YEARS

[Controversial Humor] Aboriginal memes o Like | | #%

ACK(IN'MY DAY,
send us your memes cuzzins I - t Bv"“‘. 4.450
- . e, )

0 atl

A &
METH WAS'R DRI

About Photos Likes

Figurel0 The Aboriginal Memes page

The content othe W A Y pade®|D#228939573876474wvas removed at about 5pm on Augudt 8012 as the
pagewas about to reac700 fangseeFigurell). In the final hour and a half before the content was taken
down the page had been gromg its fan base by about 3.4% an hoifew hours later, ¥ 7pm on August'd
the pageitself had beendeleted by its creatat”

2 http://www.bbc.co.uk/news/world-asial9191595

http://www.change.org/petitions/facebookmmediatelyremovethe-racistpagecalledaboriginatmemes
http://www.communityrun.org/petitions/take-down-racistfacebookpagecontroversialhumor-aboriginat
memes

31 http://ohpi.org.au/?p=174



http://www.bbc.co.uk/news/world-asia-19191595
http://www.change.org/petitions/facebook-immediately-remove-the-racist-page-called-aboriginal-memes
http://www.communityrun.org/petitions/take-down-racist-facebook-page-controversial-humor-aboriginal-memes
http://www.communityrun.org/petitions/take-down-racist-facebook-page-controversial-humor-aboriginal-memes
http://ohpi.org.au/?p=174
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Figurell: Second Aboriginal Meme page with content removed

The Original Page

The second page t@ceive a high level of attention waskK S & ! 0 2page(fD¥46@p98877251040*

This pagevas ceated on the21% of May 2012, two weeks prior to the creation of th# A Y A G A £ LI IS Q 4K
sparkedsuch a strong response from the Australian pulfiEg withthe first page, the administrator here was

soliciting hate speech, they went further providing instructions so that content could be submitted and then

posted anonymouslyHigurel3).

cn bt www faceboak com

facebook ~— -

[Controversial Humour] Abo Memes Ol || Mesage ® -

201209202115
Figurel2 The orighal page (ID#6099887725104p

.4 Abo Memes
16 hours ago @

Feel free to submit photos through inbox and i'll post them
anonymously.

Figurel3 Offer to post anonymously for others

3 www.facebook.com/pages/ControveritlumourAbo-Memes/46099887725104go longer active)



http://www.facebook.com/pages/Controverial-Humour-Abo-Memes/460998877251042
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At around 7pm on AUQUSfrghiS page went [Controversial Humour] Abo Memes

offline. This was not a permanent deletion but 12 August

rather a suspension while Facebook reviewed -

complalnts agglrts_the page. By August TZhe ‘liluar\?:e;oifaysn;lllii;ed me to keep the page so long as i change the
page was agaianline (but may have been blocke name to [controversial humour] abo memes.

in Austra"a) The administrator had been told by Keep submitting photos everyone! i was banned from posting for
ClF 08622 1 03 NB A S 4 SNE i 24 hours but im back! lets get 5000 likes.

page provided it was renamed to include the pre . corment  Share

G/ 2y i NB JSNAE A Figurel4,deéRiglas d

12 post renaming compared tBigure86 prior to Figure14 Admin reporting Facebook's decision

the renaming. This did nothing to discourage the

spread of hate speech; the hate speech was

instead given dicial sanction.

On August 8 at 2pm this page had 2,539 fans making it the largest Aboriginal Memes page available on
C0So6221 2y0S (KS WOWPAdarkcorifin tHallfréhAGgush 18 dhe paBe YvassoSkedp
soAustralian usersould no longer access this may however have occurred as early as AuguitTi2e
pageremains accessible to people in other countries and to Australian users who access Facebook via an
overseas proxyThe page had,252 fans on August 2nd a month later oiseptember20™ it had only

gained 18 new fans. The Australian block, while not totally effective, clearly does have a significant impact in
containingthe hate expressedgainst lidigenous Australians.

The Precursor

.ST2NB 020K GKS 2NRIAYIET LI IS YR GKS AYyAGAFfE LI 3IS
174504889316623) created back in Januar{y 2@12 Figurel5).3 As recent as June content dris pag had

been removed by Facebook atite Administrator posted the message gives us a rare view of the receiving

end of a complaint about an imaggigurel6). Facebook managed to review the image of petrol sniffing and

determine it breached the terms of service without taking action against the page hostiitgeilf dedicated

to the same topicSuccessful complaints regarding page content need to trigger at least a cursory inspection

of the nature of the page that hostethém.

waw. I aCeto oo

P ———

‘ Petrot withery are U Tenelee = Opemes = Maghights T

|

Joined Facsbook

Figurel5Back in Januarid KS dat SGNRf {yAFFSNE ! NB ! a¢ LI 3IAS O6L51 mMTnpnannyydgomcc:

% https://www.facebook com/pages/Petrobniffersare-us/174504889316628still available in Australia)



https://www.facebook.com/pages/Petrol-sniffers-are-us/174504889316623
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Fod 7 10:18 PM

facebook

We reamoved the following contant you posted or
were the admin of because it violates Facebook's
Statornent of Rights and Responsibiitios:

photo

Figurel6 Facebook notification of image removal

¢CKS dat SGNRBE {yATFTFSNE ! dafablé idAustrallh, BdvevbiStYias hot seenla @éjck @ S
increase in traffic as a result of the Aboriginal Memes media coveragaréntly has less than®Bmembers.

The Copycat pages

The suspensioand eventual blocking ¥ inika®t |43 Sinbined \ith the media attention given to the
issue led directly to the creation of a series of new pages.
Imitation pages

¢CKS FANRG 27T (KSaS15976717a1560808as gidated oa Ha1'Sol Auguét,lwhile the
Initial Page was still suspendéskeeFigure88).®* The reuse of the name previously used by the initial page
(i.e. ID#228939573876474led to confusion and for a time it was thought the initial page had been restored.

Similarly, on September f8here appeareda recreation of the renamed version of the initial pdge. ID#

by E

22893957387647Mp ¢ KS ySg adaw/ 2y UGNROSNRBRAIT | dA5278540156099%2 NA A y | €

and access has been blocked frawstralia®®

It is unclear whether the rappearance of siifar content at the same address (i.e. with the same username)
would put Facebook in violation eémovalorders that may have been issuegbarding the previous

incarnation of a pageRemoval ordersould theoreticallyoccur either as a result of courtaer, as occurred in
Jones v Tobesithough this was directed against the publisior as a result of an ACMA takewn order?’
While the ACMA website states taklewn orders only apply to content hosted in Australia, provisietested

to content classitationhave been usedgainst overseas online retails and_JLJiT8n@siStorés one

exampleof this.® TheClassification Board, which ultimately makes the decision about the appropriateness of

content, has a wide discretion. Racist content could fall @A y G KS Of  aAAFTAOLF GA2Y 2F 4

at least in theory, result in a Refused Classification rating making it an offense to publish it. The liability of a
company like Facebook needs to be considered both in light of the current law aghtioflpotential law
reform. While they may not be the publisher, they may receive advertising revenue as a result of the contents

3 https://www.facebook.com/pages/Aboriginahemes/15979717415699till active, but blocked in
Australia)

% Originallyhttp://www.facebook.com/pages/ControversidglumourAboriginaiMemes/155785404560999
now athttp://www.facebook.com/ControversialHumourAboriginalMemgsill active, but blocked in
Australia)

% Jones v Toben [2002] FCA 116@line at
http://www.austlii.edu.au/au/cases/cth/federal_ct/2002/1150.html

% http://www.acma.gov.au/WEB/STANDARD/pc=PC 90169

% http://www.theregister.co.uk/2009/09/15/0zzie_censorship_mess/



https://www.facebook.com/pages/Aboriginal-memes/159797174156990
http://www.facebook.com/pages/Controversial-Humour-Aboriginal-Memes/155785404560999
http://www.facebook.com/ControversialHumourAboriginalMemes
http://www.austlii.edu.au/au/cases/cth/federal_ct/2002/1150.html
http://www.acma.gov.au/WEB/STANDARD/pc=PC_90169
http://www.theregister.co.uk/2009/09/15/ozzie_censorship_mess/
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continuing to be available, and once notified of the situation it should not be permitted to continietiét

or not the re-appearance of similar content at the same addressates legal difficulties for Facebook, it

clearly creates the impression that past action by Facebook and regulators has been either undone or never
occurred.

This problem could be avoided if pagestthere renamed under direction from Facebooldtbeir initial
usey  YS daljdzl NI yGAYySRé TFh2 damé shdul8 apply2tdpageFthabhave Begnideldied.

The original page (i.e. I2&099887725104¢has also been imitated.dtoriginal namep(ior to re-naming to

AyOf dzZRS GKS da/ 2y (INRPOSNREHESESRI ozKSyzNE RSaridybeAiagwSata
284547141646790was created on September 26seeFigure9?). In this casghe page has not yet

attempted to chim the username, so while the name is the same the address is different. Similarly, the page

G!' 62NAIAYI f alBY63RBES398create8 onlABglst S5uses a misplaced apostrophe (see

Figure25) to avoid a name claswith other Aboriginal Memes pagésThis page has claimed a username but
FLIJSYRAY3I GKS ydzYoSNI mn G2 aFo2NARAIAAYFEYSYSag (2 YIS
matches can be stopped, similar page names (the descriptive name) aedipagnames (the address) can
still cause confusion.

Those monitoring online hate need to be vigilant in capturing the page IDs and not just the names or
usernames of pages.

Taking Aboriginal Memes International OEAT OAAI EOET ¢ OEAUBOA OAAEOO

GAboriginalMemes2: ElectricBoogalod 6 27652600972444pwas created on August'®r 9" by a
Facebook user from the United Stat&sgurel?). ¢ K S  (ERdtBodgalo@ appended to a titlésitself a
memethat designates something sequelit is taken from thew oy n  Bfeakin"2: Efectric Boogal&d’

The! RYA Y Abbriginai8med2: ElectricBoogalo@ explain their motivation as a desire to be in the
limelight afterseeing media coverage abailte Aboriginal Memesssue(Figurel8). This particular page
Admin appears not to have realised the depth of offetist Aboriginal Memes were causing in Australia. An
online conversation highlighting how funny it would be to satirise the September 11 &rattacks appears

to have hit homeFigurel19). The page was shut down by its creator sometime between theat®l the 1§

of August.

“ Abariginal Momes 2; Flectric Boogaloo 1t cool, Andy. Mdwestirn LSA
Andrew Kaoe Fray?
£,
Aborigmal Memes 2 tlectne Boogaloo ! was borm o rased nn West Fally. But then [ got rao & fight coe day
ot achool, et sy mom pent s 1o By with sy sunte o v i Fwl-Ax
&

Figurel7 Admin of Page (ID 7052690972444%is from the UnitedStates

Abongmal Memes 2; thectnc Boogaloo [n farrers. some (not of) of the Auzy share have made Jokes of
hematives. [ 2t svw that sos 0 (he'g e T pde nalioral hasdnes and Jurped on Tw e Coa Ny

Figurel8 Admin states they jumped on the bandwagon in response to media coverage

G

% http://www.facebook.com/aboriginalmemes14gtill active, but blocked in Australia)
“0 http://www.urbandictionary.com/define.php?term=electric%20boogalfibe Urban Dictionary is often
unreliable, but in this case the definition has overwhelming support)



http://www.facebook.com/aboriginalmemes14/
http://www.urbandictionary.com/define.php?term=electric%20boogaloo
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P So, why don't you make jokes about the CIA or the Marines and show what a real man you are?
I think you'd see how far 'free spesch’ really goes.

Frnday at 7:37am

who should be put to death while taking the stance of "anti hate”

Frday at 7:38am

H Aboriginal Memes 2: Electric Boogaloo I mean the ones who were screaming about how everyone is a cunt

H Aboriginal Memes 2: Electric Boogaloo I may be stupid, but I'm not that stupid, I know my limits,

Friday at 7:40am

D oh, you mean making jokes of themselves as in making fools of themselves? yep, we can do that
as well as any nation can, sadly,

Friday at 7:41am

A You should do a 9/11 mema page I think that be soo cool you'd be respected forever

Friday at 7:4Zam via mobile * &3 1

-I D well, let me know if you do a page thatis funny or startiing without being hurtful to anyone. I'd be
interested to see it. in the meantime, I'll post some kitteh pics to cheer everyone up.

Frday at 7:42am &5 1

w Aboriginal Memes 2: Electric Boogaloo I'l keep it in mind.

Friday at 7:44am

Fi __ Yes, a 911 meme page would be cool. Pity they didn't hit the White House properly though and
wipe out more stupid yanks.
Friday at 7:45am &4 2

I—j D good-oh
Friday at 7:45am

r l F That was 'satire’ by the way.
) F

nday at 7:45am * &4 2

Al - Yehhhhp 9 11 memo page ftw
Friday at 7:438am via moblle * &3 1

|- Fi Yeah, a few jokes about stupid yanks whingeing about a few plane crashes. That'd be hilarious.
| _— ]

Friday at 8:06am * ¢32

P Qur little champ's gone a bit silent.
Friday at 8:16am * &5 2

Figurel9 Conversation about 9/11

Another Admin realising the racism of their actions

l'y20KSNJ LI 35 yOIt faSSRad@Eoam, addeitandboriginal. Memes.lwas created on the

23%0f August (se€igure9d) ¢ KA a LI 38 Of I AYSR (2 068 GKS ahTFAOAIf L
the memes themselves, this page includedli&idnal racist comments from the page Administraferg.

Figure20). Within two days the Administrator issued an apology and said they would shut down the page

(Figure2l). Later in the same thread, thdministrator express some regret over closing the page and seems

pleased by the number of people that had likedk Y RA OF G Ay 3 GKIFI G RSaALIAGS akKdzidAy
fully understood why they were apologising or closindriggre22). This indicates a need for greater

education it is not enough to get people to do the right thigghey also need to understand whiyey are

doing it

* http://www.facebook.com/Aboriginal. Memes.(shutdown by the page Admin)



http://www.facebook.com/Aboriginal.Memes.1
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. Aboriginal Memes

Why do we have no haters at the moment?

Cause all the Aboriginals are still asleep from a good friday
night which included glue and petrol sniffing, and alcohol and
drug abuse!

Figure20 Racist comments from page Administrator

‘ Aboriginal Memes

Page is being deleted. Sorry to anybody who was offended.

Like - Comment * Share

&) 19 people like this.

Figure21 Apology and notification page will be closed

| Aboriginal Memes ahahaha the page was going so well! 2.3k
likes in just over 24 hours! I haven't even shared it very many
times either
7 hours ago “Like "&b 1

Figure22 Regret over decision to close the page

Widening the scope

G!' 02NAIAYIf YR 3683892M42683840was aestdtdDm August 2T hepage includes
general nemes about Australia as well as reproducing the Aboriginal Méeses-igure23). Put sideby-side,

the level of hate in Aboriginal Memes is clearly stronger than that in the other Australian Memes. As the
memes have been added from the other Aboriginal Meme pages or directly from the Meme Generator the
level of hate is likely not a result of the Administrator, but rather a result of what has become available.

&5 Like Message © «

e

A place for humour, not hate

Figure23 Aboriginaland Australian MemegID# 353892144688340

*2www.facebook.com/AboriginalAndAustralianMem(sill active, but blocked in Australia)



http://www.facebook.com/AboriginalAndAustralianMemes
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Trademark Infringing Page

Wl 62NRAIAYIcE KESYSE - o gEAISHhréewASctrated oAugustl5" (seeFigure89).*

Followingan email to IMAX by an antiacism actiét, which IMAX responded to almost immediately, the

page was swiftly and permanentigleted ¢ KS RSAONALIWGA2Y 2F GKS La! - LI} 3ASE
a I Fdee®igure24), suggest thasome of these initiatopycat pges were created by the same persdhey

clearly saw this as a battle against censorship on Facebook.

Aboriginal Memes 3D - The IMAX | & Like | | Message # ~ |
!Experience .

Community
The third instaliment in the epic saga

About

Figure24 The third instalment

* .

—

8
Aboriginal Meme's TR

Captured: 27 August 2012 at 1228

Figure25a ! 6 2 NR 3 A y I f 1884687@BT58932 o6 L 5 |

And they keep coming

¢ KS fAbdri§idalimeraes LJ- 3320880659254 7Mat the time of writing was created on September
26" (seeFigure9d*L (i dz&a Sa (i KirigomEl.Bedd sy 2 i | y2 i KSNI OF NARFyGS | yF

* http://www.facebook.com/Aboriginaimemes3dThelmaxExperieno@o longer active)
* http://www.facebook.com/Aboriginal. Memez



http://www.facebook.com/Aboriginal-memes3dTheImaxExperience/
http://www.facebook.com/Aboriginal.Memez
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bymakingr F y& LIS2LX S I RYAYAAUGNF G2NER® Ly GS K. joi dbygrigifa® A G | ¢
Do you feel offended by our photo's or content? INBOX us prior to reporting this group. E{&dekigure
26).

N Aboriginal memes

We are officially back, new owner & a much more well
structured layout on how to expand our reach. LIKE & SHARE
us.

Are you aboriginal? Do you feel offended by our photo's or
content? INBOX us prior to reporting this group. Thanks.

Want to become a administrator? YES, we are hiring, Inbox
us via the page, we are accepting 95% of candidates who
apply. HELP us expand.

Figure26 Internal Complaints within Page

Given the very nature of the group is racist, as are the images (the same as in other groups) which it is using,

this either shows serious ignorance, or more likely, it is simply an attempt to avinig $leut down. One

feature of Antisemitism 2.0 was the mixture of hate speech with claims to be against hate. This combination

gAtf Yzald tA1Ste O2y¥FdzaS NBOASGSNAR 2F LI IS 6K2 YI& ¢
R2dzo G ¢ A yheiNdBditsimNaddreELoNlindihate. Given the nature of the page, the effort is clearly not

sincere.

Facebook reviewers need ke trained tolook out for such tacticand how to differentiate a legitimate effort
to manage a controversial topic from affat to white wash racism.
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From Racism to Online War

This section detaslorganised efforts t@ttackanti-hate activistslt includes details of attacks on individuals

and abuses of the Facebook system designed to circumvent efforts at moderatiosedtios is in a different
clasgto the previous sections of this report.ihvolved organisedand persistent efforts to maliciously target
individuals as well as groups within society. It demonstrates a wilful disregard to societal norms, the law, law
enforcement, and Facebook itself.

The section also differs from other examplesfasattacks often focus on individuals and while Facebook may
be reluctant to act against hate targeting minority groups, they are much more responsive when an individual
reports that they are personally being targeted. They also respond more seriously to abuses of the platform,
such as impersonation. Ondlissuegdiscussedn this sectionC I O S ¢ a&tiAwasiwhat OHPI would like

see across all categories of hate speech pide$-acebook, activists and law enforcement all being on the

same page, it still took significant effort to stop the hate.

The examples provided here represent the extreme edge of online hateetattd to an internet subculture

that has led to numerousuicides.There is also a connection back to Anonym&u@ne user claims to have

been trolling Anonymous, another claims they are invincible because they are an Admin in the Anonymous
FacebookgrouhyS 2F (GKS SINI e aftz23alya BTdzd yRy VR dBuNmS A 16a ¢
to a large extent anonymous has now matured and many strands of Anonymous are involved in more

meaningful political activism. The idea that members of anonymous would jump to defend the right of

Facebook users to abuske Facebook system appears incredibly naive. The entire concept of serious

Anonymous members collecting on Facebook, given the depth of tracking that would &hatiteelf

amusing.

The correct designation for the class of hate promoters on FaceboOkdds & SR Ay (KA a aASO0GA2Y
Wdzt ALy 5A00Stt SELIXFTAYSR Ay 2ANBR al 3T AyYS Ay unnysz
a2YS2yS K2 GF1S8a LX SI adaNB A The hisdryofip@anksed grieférktdkingg 2 NI R 2
down servers and crippling online platforms may give Facebook serious cause for alarm. At the same time, the
LYGSNYySiG KIFra OKFy3aSR aiAyO0S wnny o ! Yeann§irohiddy deitiy 3 & (0 K €
AayQiz Aa y2i Md@Ay3a Ay (GKS Y2RSNYy g2

In addition to the hassle of account suspension (Sigeire65), onFacebook in particular, the reliance of

individuals on the system may be high enough that a serious threat of account termination, that is of all their
accaunts, may beareal deterrent. Users invest significant time building up online communities, pages and

networks. The loss of this effort may be a significant hit, as sE&yime66 and Figure67. Takinghings

further, most griefers will have a real profile used to connect with friends and family. The loss of this account

is a serious threat.

DNASTAY3I 2yfe ¢2NJa 6KSYy (GKS dzaSNI A& y20 AYy@SaidSR Ay
timS YR STF2NI Ay ClFO0S06221 NAR&a|l aSNAR2dza RIEYF3IS G2 (K
LX &8¢ OFyQid FFF2NR (2 0S AYy©@OSaiuSR Ay (KIG 62NIRP ¢KE
that can post in the name of the ga, creates multiple layers of anonymityren it comes to other users.

These steps pose little challenge to Facebook if it decides to investigate and take action against the individual
behind the attacks.

“S http://culturedigitally.org/2012/07/anonymousbecausenone-of-us-are-ascruetasall-of-us/

6 Andre Oboler, Kristopher Welsh, Lito Cruz, The danger of big data: Social mestispasational social
science, First Monday, Volume 17, NumberZ/July 20120nline at:
http://www.firstmonday.org/htbin/cgiwrap/bin/ojs/index.php/fm/article/view/3993/3269

*"Mutilated Furries, Flying Phalluses: Put the Blame on Griefers, the Sociopaths of the Virtual World.

Wired Magazine. Issue 16.02, 2008. Online at http://www.wired.com/gaming/virtualworlds/magazine/16
02/mf _goons?currentPage=all

“8 http://knowyourmeme.com/memes/theinternet-is-seriousbusiness



http://culturedigitally.org/2012/07/anonymous-because-none-of-us-are-as-cruel-as-all-of-us/
http://www.firstmonday.org/htbin/cgiwrap/bin/ojs/index.php/fm/article/view/3993/3269
http://www.wired.com/gaming/virtualworlds/magazine/16-02/mf_goons?currentPage=all
http://www.wired.com/gaming/virtualworlds/magazine/16-02/mf_goons?currentPage=all
http://knowyourmeme.com/memes/the-internet-is-serious-business
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Profile of an Aboriginal Memes advocate: A Cyber Racism Case Sudy

aAft AGAL / KFENIASQa I OB W wiiitia Charfie

Over the next few days both the username and L Guys, why cant you just accept the page for what it is... Funny.
profile picture were changed a number of times.
As a result this user is also known as Charlie Mi

We made it for fun.

(a name reversal) and Wooblah MilitiBheyalso &3 2 people like this.
statedthat they had multiple other accounts, a 03 View all 113 comments
é. é LJI NJ l:l é @ 7\ 2 f I l] 7\ 2 y 2 -"F S ;Racism, issues, discrimination blah blah blah,
(SeeFig UregO) we are all fucked, each and everyone one of us
In the late afternoon of Augus{"athis userposted S e
i i i formati d will ly rel t unl tof j

to one ;1; _}ht;?ntl-rai Zm _|0<’f198‘I ?\;Ildda'fmd _ il ey, P B o & Sl i N
responsolii oran original Mem@age saying a few seconds age
it was no more than a jokd-{gure27). It is unclear K Thats oki!! im ot the one looking for ur

. . . IP addesses silly child!!! obviously this has caused a fuss in the media
Wh|Ch page was belng referred IID]'[ we SUSpeCt |t and has been escalated higher then what you have ever thought.. so it

t 1A A ZY ’ A aint me looking!! and i have no doubt u will be found! and when you are,

was thea L] 2 a S Y $ a#e L\]I 3 S you need to pray that no Aboriginal finds out who you are!! good luck to
46099887725104R et alanrd e

In the same discsson thread the user went on to

make additional racist posts including a claim thi Figure27 Militia Charlie's claim it was all for fun

GKS& | NByQid NIOAadG 0S¢

|nd|genOUS peop|ﬂ:|gur628)_ ﬁ lilllvtlafhaﬂneLllgnot even radst, I don't care who kills the coons.

An admln.ls.trator OT the antiacism page trledb Figure28 Militia Charlie doesn't care who Killing Indigenous
report Militia Charlie and ended up sending the 5 < ajians
complaint to Charlie Militia (rather than

Facebook)This was a result of poor design in the n Charbie Miltia
complain systemwhichtries to get people to from the greup i G 15 pomied, you &
resolve their complaint between themselves Seus; poapia wonder shy thits gt rged
rather than lodge @omplaint(see Appendix C) s

Dispute resolution should not bhategrated into D o el <300 b

the complaint systenas it invites further conflict Charie Militia

and cyberbullying. e s e

ve | don't approve of rape, Fleass stop sendng me messages, of

The start of the resulting conversatitetween

Militia Charlie andthean&K I S LJ- 3i§ Q. :
- B Charhie Militia

shown n Takn & complain frthur? To where? Thié s facabook yixa Mong cunt

Figure29. This conversation qetenorated further Figure29 Initial conversation between Charlie Militia and Admin
and was eventually shared with law enforcemen

in relation to possible breaches thfe cyber D 3
Stalking prOViSionS Of therimes AC1958(V|C) Thank you for that. More evidence of harassment.
2 o . A 5 S Charlie Militia
a }\ f 7\ u 7\ I Iew’ KhbvwlﬁrﬁlgSr@ZQ anm . No worries. What exactly do you need evidence for? You know that this
Figureso, that online activity could not result in a is the internet, right? The most that will happen to me is my account wil

get disabled... And I have another 7, so it's not like that worries me.

real world response, underscores the feeling of
invulnerabilityand freedomfrom consequences
that fosters online bullyingPublic policy requires .
response from both Facebook agdvernmensto
push back against this attitude adeémonstrate
that people will be held to account.

Figure30 Claim to multiple accountsind invulnerabhility

aAf AGALF Q& [inkundtdbitBedesondA S¢ 2 F
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(a) Having disposable accounts that are easy to create and which can be disgatiddittle loss(Figure
30)

(b) Aview that the loss of the account is the most serioussaEmuence that can resulFigure29, Figure
30)

(c) Aview that they are insulated from real world response through the use of a fake name and profile
picture plus the use of a proxy to mask their internet@ss pointKigure33, Figure34, Figure36)

(d) Abelief that authorities would not be sufficiently interested in cyberbullying or racism to pay them
any attention Figure31, Figure33, Figure34)

(e) Believe authorities are not sufficiently skilldeiqure34)

() Aview that Facebook would in any case resist gittiegr details to auhorities

These beliefs, though wrong, do contain akernel oftritit 2y S SEI YLIX S5 aFkgdreRG A/ KI N
was clearly not done through a proxy. Other posts indicate they were made through a mobile device. The
misconeptions on these issues do create a feeling of impunity and an environment that fosters further hate.

Militia Charlie not only mocks law enforcemdRigure31), they mock Facebook as wHigure32).

i~ ] Wooblah Militia
Are the cyber-police almost here to get me yet?

Figure31 Mock-fear of "cyberpolice"

ﬂ Wooblah Militia

I'm the real Mark Zuckerberg

Figure321 am the real Mark Zuckerberg

Resources need to be invested, and while recognisingntimatitoring will not be complete, the occasional
prosecution does negtto take place as a deterrent. Facebook itself needs to take both online hate and
cyberbullying more seriously and needs to cooperate better with authorities to facilitate real world response.
It must become possible to peer behind the curtain when almerirs. Safeguards are needed, but
governmens and social media platformike Facebookneed to work together to establish what those
safeguards are and how they can be readily navigated by appropriate authorities in order to achieve the
maximum level o€ooperation between platform providers and law enforcement. Repeated incglantare
occurring with Aboriginal memes on Facebook, should result in faster turnaround times and greater
cooperation to put a stop the repeated abuse.

The conversation with Miia Charlie also exposes a deggated racism. Contrary to the public explanation
that this is just harmless fuffrigure34 and Figure35) Militia Charlie rationalises their hate. Their explanation
includes promotion of a steretype that Indigenous Australians do not contribute to society, promotion of
collective treatment and collective punishment, elements of dehumanisation and ultimately support for
genocide.

When a group is allowed to form that moelises racial hatred, it reinforces the underlying @ucial attitude

and can increase the likelihood of asticial behavioyrnot only online but offine as welllt can lead people

to believe that their racist attitudes are normal and accepted lnietyg and erroneously position those who

21LJJ248S NI OAAY YR &dzLILR2 NI Ydzf GAOdzZ GdzNIF f A&dY | & 2dziaAir
2.0.

In 2011 two men in their early 20s were charged by Victorian police over posting objectionabdeiahain
Facebook. That material related to ratings posted on Facebook after sexual encounters between young
people. At the timea police spokesman said: "People can feel they are anonymous ... in the digital sphere and
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may act in a manner they would nobnsider appropriate in the 'real world'. They need to remember (this)
can have real consequences, including criminal charges." That mdssagaoliceneeds to be sent again,
this time in relation to online racisfi.Similar charges could be laid in rédat to Aboriginal Memes,
particularly after the Classification Board had reviewed the content.

]

b Facebook tracks IP addresses you numtee, If they release your IP
address they will know exactly where this and your other 7 profiles
originated.

Charlie Militia :
Awww my god, you're such an idiot. Facebook cant trace an IP through
TOR. Even if they could, they wouldn't bother trying to find me because
I say mean things to some dumb slut on the internet.

Why are you so stupid?

Figure33 Discussion of IPs being logged

] Charlie Militia
You're a fucking spastic, J

If I were to meet you I would spit on you and kick you in the cunt. You
do gooding fuckheads wont help the useless cunts, the only thing thatis
happening is they will take all the handouts they can and piss it up
agains the wall while making more nigger kids that will do the exact same
thing.

If I am one of those people that get told I have only a few months to
live, I will spend my last few months touring Australia, setting traps with
goon, petrol and fried chicken and kill as many of these useless fucks as
Ican.

J
Threats of violence. I am sure the police will be seeing this.

Charlie Militia
"If I am one of those people”

>If,

Also, we both know the police cant trace an IP through TOR or
Facebook.

Google it. Some feds tracked some pedos that were using TOr last year,
since then, TOR upgraded it's shit. Now not even the FBI can get
through it, what chance do some useless fucking Australian police have?
The cunts will be too bust writing speeding tickets.

Figure34 Desire to murder and believe in anonymity

SaAmelia Harrig Twip Bedigo brothers face charges over Facebook¢ihe Herald SyrDctober 21, 2011.
Online at:http://www.heraldsun.can.au/news/victoria/two-bendigebrothersfacechargesover-facebook
filth/story-fn7x8me21226172254323



http://www.heraldsun.com.au/news/victoria/two-bendigo-brothers-face-charges-over-facebook-filth/story-fn7x8me2-1226172254323
http://www.heraldsun.com.au/news/victoria/two-bendigo-brothers-face-charges-over-facebook-filth/story-fn7x8me2-1226172254323
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Why are you so hateful?

Charlie Militia

Because I have grown up my entire life with coons. You live in melbourne
where there are very few of them, If you experienced the real ones,
you would hate them too,

3

Honey, I lived in an indigenous community for a year. I have a VERY
different experience. If you're so smart, surely you can see that judging
an entire group on the actions of SOME members of that group is
completely flawed?

And again, I'd you're so smart...surely you can see that putting more
hate out into the world is only going to make things worse, for them, for
you, for everyone,

=f

Charlie Militia
Your message if flawed. I'm not judging an entire race because od SOME
members. I'm judging an entire race because of MOST members.

1 hope it makes things worse for them. If they cant contribute to sodiety
like normal humans, they have no place here. Cpt Cook should have
killed them all.

Figure35 Rationalising Hate

& Charlie Militia Oh, sorry, Bart.

1 use anonymoX because I was trolling anonymous a few months
ago, They had all the same threats as you spastics.

14 minutes ago * Like

Figure36 Use of AnonymoX proxy

aAft AGALF [/ KIENIAS g1 &

a SY S 4 £3538925446188340as shown irfFigure37.

o RCEE Dok Com

a Wl ML Taselioe = Hew

"

GOTIANY MORE?

Figure37 Militia Charlie sharing Aboriginal Memes

As mentioned, he changes to the Militia Charlie profile involved both name and profile image chartges.

NEBaLRyaAot S

o AN Ivhend & Sulcrie

Page| 32

usernamewas first reversed, Charlie Mia becoming Militia Charlie, and then changedité 2 2 6 £ | K

FT2NJ aKFENAY3I ! 0z

aAt AdA
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The profile image waalso changed twicéseeFigure38).¢ KS A Yl 3548 NBFSNByOS G4KS a. S
was popular in 2001 and involved the Bert Muppenf Sesame Streét.

H Charlie Militia |

Wooblah Militia

hNRAIAYL €

gy -
Uiy,

Edited Version

The image appears to have beencreatedif ¢ KA & A Yl 3S A4 . ISRILI SR NBENR YW S
2009 and appear in quite a few web pages| website® YouTube vided: Meme Generator templaté} and
well as a number of other (probably appears on various forums over the last few years. The edite
unrelated) Facebook profil€s. version was not made by Militia Charlie, it has been online si
at least June 2011 and is mostly found cebvbased forums®

Figure38 Militia Charlie's Bert Profile Images

The Andre Oinksalot Profile

OnAugust18F FF 1S LINRBFAES 61+ a& ONBIFGSR FidGFO1Ay3a 5N ! yRNB
Figure39, can be compared to the real profile igure40. An image of Dr Oboler has been appropriated and

%0 http://knowyourmeme.com/memes/beriis-evil

*1 http://weird -newsblog.blogspot.com.au/2009/03/betostume.htm
http://funny.funnyoldplanet.com/funny/sesamistreet-bert/;
http://i698.photobucket.com/albums/vv346/sophomoriccontent/Bert.jpg

%2 http://www.bertstare.com/

%3 http://ww w.youtube.com/watch?v=zQy5cIT Stk

* http://memegenerator.net/Bertstare

%5 http://steamcommunity.com/id/4ourD http://forums.studentdoctor.net/showthread.php?p=11223013
http://www.qgifsforum.com/images/26530



http://knowyourmeme.com/memes/bert-is-evil
http://weird-newsblog.blogspot.com.au/2009/03/bert-costume.html
http://funny.funnyoldplanet.com/funny/sesamie-street-bert/
http://i698.photobucket.com/albums/vv346/sophomoriccontent/Bert.jpg
http://www.bertstare.com/
http://www.youtube.com/watch?v=zQy5cIT_Stk
http://memegenerator.net/Bertstare
http://steamcommunity.com/id/4ourD
http://forums.studentdoctor.net/showthread.php?p=11223013
http://www.gifsforum.com/images/26530
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I LWA3IQa KSIFIR &adzZLISNAYLIZASR 2y AGd ¢KS LINRPFAES ylFYSsE |
instarces of online hatgit may also reference the pig mascot of Springfield A&M irSingpsons®

One of the first status updagby this fake profile is shown Figure4lT Al Y201 & 5NJ ho2f SNRA
Holocaust denialand seds to produce a caricature of a Jewish position in relation to Israel. Beyond its

offence, the comment shows a stunning ignorance about the Middle East confieetist of friends on this

profile has intentionally not been removed as these people areudised below.

Andre Oinksalot AN Tt | | Mensage @ -

Figure40 Andre Oboler's real profile

% Andre Oinksalot
p 2hoursago @

The holocaust is so wrong guys!

Now it's time to pray that for Israel's safety whilst it mass
murders people in the Gaza strip.

Share
Figure41 Andre Oinksalot's Holocaust & Israel Comment

The removabf this profile by Facebook let to the creation of a new profile, this one has the username
GFyRNBO2AY &Lt 20dT¢ | YR 6 I"4FighedB.l G SR I NRdzy R LIV 2y | d

%8 http://en.wikipedia.org/wiki/List of fictional pigs



http://en.wikipedia.org/wiki/List_of_fictional_pigs
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Figure42d! Yy RNE hAyl2Flf203¢ GSNRAZ2Y

This version too was removed, and it was recreated on AugUfs(Rgure43). This time the creathld RtA Ry Q
register a username for the new profile (ID #1000042358224%&19r a few days this profile too was
removed.

Figure43 Andre Oinksalot version 3

The &rou Jews You Los@pages

¢KS LINBFAES gta y2a | adlFryRFIt2yS AYyOARSYy(dz odzi ol a 1
[ 2 &p8ge (ID # 132591643551155) created at 7pm on Augukt (s@eFigured44). The pageshows a clear

link between the Aboriginal Memes, the attack on Andre Oboler, and efforts to create antisemitic hate pages

on FacebookThe page, which mocks the Holocaust with its cover image of agnass with the caption



















































































































































